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Abstract

introduction

This whitepaper will discuss the mechanics of blockchain transactions and the unprecedented 
security that is provided with the mode of operation. The possible uses of the transactions will 
be explored with a focus on cryptocurrency development over the past decade. Further uses 
will also be discussed as blockchain technology continues to expand into a wider spectrum of 
industrial applications.

The blockchain 
concept has 
broadened 
to wider uses 
but the initial 
proposition for 
the technology 
was purely
transactional.

“

„

While blockchain technology provides plenty of 
potential in terms of secure data entry and storage, 
one of the key points that has been developed with-
in the technology is transactional processing. The 
blockchain concept has broadened to wider uses 
but the initial proposition for the technology was 
purely transactional. Since then, it has challenged 
traditional financial processes to establish itself as a 
worthy contender to ledger entry and storage with 
the certainty of public transparency.  

To understand how this is achieved, the funda-
mental history of blockchain transactions will first 
be explored. Thereafter, a detailed discussion of 
the process will be presented with sections on the 
ledger and security methods that are available with 
the technology. Finally, the transaction uses will be 
explored with some insights pertaining to current 
and future applications.

The beginning  

The very first mention of a blockchain dates back to 1982 by David Chaum. The concept was touched 
upon by other academics but none of their propositions managed to gather any meaningful momentum. 
In 2008 the first blockchain based transactions were conceptualized in the pseudonymous whitepaper by 
Satoshi Nakamoto. It was titled “Bitcoin: A Peer-to-Peer Electronic Cash System”. This paper detailed just 
how blockchain technology can be used to enter and store transactions in a digital ledger. 
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The radical concept took a fair amount of 
time before it gained any traction with 

the general public. At first, the high level 
of anonymity was exploited by 

users of the dark web to complete
shady online purchases.

“
„

How blockchain completes transactions 

In order to justify these investments, the concept of cryptocurrency first had to be understood. Naturally, 
those that are more technologically inclined would invest into it early and as time progressed, word spread 
to all corners of the world. Many recognized the enormous increase in monetary value of the digital 
tokens, but the potential of the technology was largely ignored. Bitcoin and many other cryptocurrencies 
just like it have the foundation to radically transform how we complete transactions. Let’s take a look at 
how it’s done. 

The motivation behind the idea was to move away from the outdated trust-based model of transaction 
handling. By making use of cryptographic proof with a transaction, the technology eliminated the need 
of having a trusted third party. This would allow any two parties who make use of the cryptocurrency to 
be able to transact quickly and cost-efficiently. The radical concept took a fair amount of time before it 
gained any traction with the general public. At first, the high level of anonymity was exploited by users of 
the dark web to complete shady online purchases. Finally, the potential of the technology was recognized 
and this brought about the immense wave of investments into the world of crypto.

These three factors are what make 
blockchain transactions immutable. 

There have been attempts to exploit the 
technology but nothing major has upset 

the progress since its conception. 

“
„
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Building up the ledger 

With each entry being stored in a block, the chain extends indefinitely while transactions are completed. 
This log of transactions is called the distributed ledger and it is made readily available with each user’s 
public key linked to the transaction. A visual representation of the blockchain can be seen below in a figure 
that featured in Satoshi Nakamoto’s whitepaper.

The idea was to create a system that allowed users to send their funds to another ‘address’ which would be 
held by the receiving party of the transaction. In order to assure the receiving party that the funds would 
arrive, the transaction would be requested by the sender and then validated by the network. This network 
consists of individuals who offer up their computational processing power in hopes of being awarded a 
transaction fee. A fair amount of technological know-how is required to fully understand the system, but 
the general concept would be similar to that of a conventional transaction where a trusted third party 
would ensure that the funds are transferred. Instead of a centralized banking system handling it, Satoshi 
Nakamato ingeniously theorized the network of miners that would serve as the decentralized verifiers.
 
By using this approach, Bitcoin would make it possible for customers to send and receive funds without 
having to worry about either party trying to take advantage of the other. An amount is requested, validated 
and sent. To maintain anonymity with these transactions, the details would simply be the public key which 
allows the entries to be publicly visible. 

Entries 

As with any basic ledger, all transactions are recorded with entries. Traditionally this was done with paper 
and ink before our transition into the digital age. At first, digital transactions revolutionized the financial 
world with dramatic improvements in both processing speed and data entry convenience. Over time, 
financial transactions became monopolized by centralized banks which forced the general public to share 
personal details before gaining the ability to use the systems. While this was acceptable at the time, many 
were seeking a means of transacting anonymously while minimizing the possibility of fraud. This gap in the 
market allowed cryptocurrencies to come onto the scene.
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As a transaction is requested, the block is packaged with details such as the sender’s public key, the recipi-
ent’s public key and the amount of BTC that is being transferred. Alongside this transaction data is the hash 
of the block. The hash is a string of numbers and letters of the same length that is generated whenever a 
transaction block is created. This is used as the identifier of the transaction as no hash within the block-
chain will be repeated. Finally, the current block will also contain the previous transaction’s hash code in 
order to create the link and lengthen the chain.

With this system, if the data of any block were to somehow be changed, the hash generated would be 
entirely different; breaking the chain. To avoid this, Bitcoin makes use of the Proof of Work consensus 
mechanism. This mechanism is essentially the puzzle assigned to each transaction which is solved by the 
network of nodes. The node that arrives at the correct proof first will be awarded the opportunity to verify 
the transaction and earn the transaction fee in the form of the cryptocurrency.

Another security feature of most cryptocurrencies is that the ledger is distributed amongst the network. 
This means that each node within the network will have the entire Bitcoin ledger stored on their compu-
tational devices. Once a new block has been created, it is sent to the entire network and if it agrees to the 
last entries hash, it is added to the chain that makes up the distributed ledger. Using this consensus mech-
anism makes it impossible for any one person to influence data that is being stored, as they would have to 
control over 50% of the entire network.
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Transaction uses

With a thorough understanding of how blockchain manages to process transactions, we can begin to 
explore all of the uses that are made possible by the technology. Its initial use was first described in Naka-
moto’s whitepaper, but it has since trickled into a variety of industries and applications. This whitepaper will 
explore those that are purely transactional.

“ „
Cryptocurrency experienced an immense 

surge in popularity over the past couple of 
decades and the allure of the digital asset 

was based on its key characteristics.

These three factors are what make blockchain transactions immutable. There have been attempts to ex-
ploit the technology but nothing major has upset the progress since its conception. The unprecedented 
security of transaction data entry and transparency of the ledger certainly promote blockchain technology 
as the future of financial data management, however, the processing speed of the proof of work consen-
sus mechanism has been questioned. Many other cryptocurrencies have since joined the industry with 
improved processing times and steady progress is being made to challenge that of the current systems 
that are in place.

Cryptocurrency

While the word ‘cryptocurrency’ never appears in the whitepaper, Bitcoin is the first to become fully opera-
tional and readily available to the general public. The transactional possibilities of blockchain provided the 
basis towards cryptocurrency development and its eventual inflation in value. Cryptocurrency experienced 
an immense surge in popularity over the past couple of decades and the allure of the digital asset was 
based on its key characteristics. 

The first of which was the anonymity of the transactions with Bitcoin. For the first time, internet users could 
transact without having to divulge their personal details and have the reference of transactions visible on 
their banking statements. Its initial popularity was naturally for illicit transactions on the dark web, an un-
governed section of the internet with numerous trading services such as the Silk Road marketplace. Slowly 
but surely it formed a small community of legal traders who recognized the value of the concept.
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Smart contracts

A more malleable use of transactional blockchain systems would be smart contracts. These contracts are 
simply set programs that only execute once certain conditions are met. They allow users more flexibility 
as opposed to cryptocurrency which has a fixed value and it is simply traded for a set amount. Once the 
specific contract has been specified, it will be included in the specific blockchain and once the conditions 
are met, the contract will be executed immediately with the certainty that the input parameters have not 
been changed. This allows conventional contracts to be executed automatically, at any time and without 
the possibility of clerical errors. 

Smart contract blockchains also make use of the distributed ledger system which provides transparency 
and trust between the community of users. Once again, no third party is required to execute these smart 
contracts and that negates the possibility of any fraud or theft. The degree of automation made available 
by smart contracts also means fewer costs for the users to pay while being executed at any time of the day. 
Many trading platforms are now including the option of using blockchain-based smart contracts as the 
traditional financial sector merges with the rapidly developing technology.

In order to invest in the value of the blockchain technology, customers would open a digital wallet and 
trade their fiat currency for digital tokens which serve as the units of the cryptocurrency itself. These digital 
tokens are unique to each cryptocurrency e.g. BTC is Bitcoin and ETH, Ethereum. Their values can differ 
tremendously as each cryptocurrency will have its own mode of operation and measurable performance 
characteristics. However, the value of BTC can be seen as an outlier as it completes transactions slower 
than its competitors but it is largely regarded as a store of value - similar to gold.
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Conclusion

Transactions are vital to the civilized world, but the migration towards online transactions has been fairly 
slow due to security risks. Traditional financial institutions have been combating this with two factor au-
thentication and encryption methods, however, the answer seems to lie with blockchain technology. The 
speed, transparency and security of blockchain transactions seem to be unprecedented with any existing 
technology and the developments have all been fairly new. Satoshi Nakamoto conceptualized an inge-
nious method of creating and encrypting stored data in a way that is near impossible to exploit.

Numerous uses of blockchain technology have made themselves available and this paper has largely 
focused on the transactional systems. Cryptocurrency certainly has the largest market capitalization at the 
moment and many members of the general public have sought to invest in certain digital tokens. As the 
technology evolves, so too do cryptocurrencies that are already established. Some incorporate the latest 
developments into their own systems and others completely revamp their system when major improve-
ments have been discovered. Blockchain technology is only in its infancy stages when compared to other 
advancements and more possibilities are likely on the horizon.
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Blockchain technology is only in its 
infancy stages when compared to other 

advancements and more possibilities 
are likely on the horizon.

“ „


