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Abstract

introduction

The appetite for investments into digital assets among institutions is growing fast.  
Military-grade security is needed to safeguard the assets of these high-value clients. To this  
end we discuss two of the most common security technologies employed by third party digital 
custodians. HSMs provide a custom hardware solution that never exposes the private key and  
is the most secure and resistant to exploits but there are risks associated with authentication  
of transactions. MPCs split private keys among relevant parties and predetermined rules  
govern how many parties must participate to authenticate a transaction. Vaultavo opted  
for the ultra-secure HSM technology and solved its associated authentication risk with a  
revolutionary biometric enabled digital asset smart card. 

The blockchain space is one of the fastest growing fields in the world. The nascent technology is  
attracting top minds from the fintech and computer science sectors and ingenuity from around the world 
who seek to create protocols that solve problems of the current financial system. People are investing their 
hard earned money into these financial assets in hopes that they will accrue in value and serve an integral 
function in the protocols in which they operate. It is the responsibility of digital custodians to ensure that 
these hopes and dreams are safeguarded from hackers and bad actors by protecting clients’ private keys 
using state of the art security technology. In this paper we will look at some of the most prominent security 
solutions provided by major digital custodians and highlight why Vaultavo’s combination of HSM hardware 
and secure biometric cards offer the ultimate security and usability, making it the ideal custody solution for 
all investors. Feel free to consult Vaultavo’s companion piece to this paper entitled Digital Custody for a 
broader discussion on the role of private keys, digital wallets and the  various custody solutions available  
to individuals and institutions. 
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to ensure that these hopes and dreams are  
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institutions that manage millions to  
billions of dollars in crypto assets require  
specialized digital custody solutions that  
protect them from exchange hacks, lost or  
stolen private keys, malware and phishing. 

“ „

Who is this product for?

Security Technologies

The integration and interoperability of the legacy financial system and the burgeoning world of  
distributed ledger technologies (DLTs) is steadily advancing. Major companies and governmental  
entities around the globe recognize the value that decentralized systems can unlock by democratizing 
financial services and banking the unbanked. Vaultavo seeks to solve one of the major problems that  
still inhibit the widespread institutional adoption of cryptocurrency and DLTs by serving as a reliable  
and trustworthy custodian, offering bank grade security and management for these clients. 

In this paper we will consider the high grade security technology solutions that are employed by  
third-party custodians who service institutional clients such as banks, credit unions, crypto exchanges, 
registered broker dealers and family offices. Institutions that manage millions to billions of dollars in crypto 
assets require specialized digital custody solutions that protect them from exchange hacks, lost or stolen 
private keys, malware and phishing. The need for institutional grade protection becomes undeniable when 
considering the estimated $30 billion that has been lost in crypto assets due to private key incidents. The 
assets under management at these institutions are too great to risk on human error of employees or the 
inferior technology of informal crypto custodians, thus specialized formal digital custodians like Vaultavo 
offer a service that is essential for the growth of the crypto industry and facilitates its integration with the 
legacy financial system. Next, we will take a look at the important security systems that are utilized by  
third party custodians to safeguard funds. 

The security technologies employed by third party digital custodians are generally developed by 
 third parties who specialize in the design and manufacture or programming of these systems,  
in-house development of these technologies by digital custodians are the exception. The two  
most common forms of security technologies are Hardware Security Modules and Multi Party  
Computation. This section will consider each of these technologies independently and  
highlight their respective strengths and weaknesses. 
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This technology is predicated on the  
notion that the private key never leaves  
the HSM and is never shared with anyone  
managing the assets, thus preventing bad  
actors from accessing your funds or an  

accidental private key divulgence. 

“
„

Hardware Security Modules

HSMs or Hardware Security Modules are the product of choice for the majority of third party crypto  
custodians. HSM technologies are hardware devices that range in complexity from simple devices that  
can be connected to a home computer motherboard to professional grade hardware that are contained 
within their own chassis and can be connected to a highly secure network to make the crypto assets  
accessible and manageable. Custodians use these professional grade  HSMs to generate and  
safeguard public-private keys. 

The process of setting up an HSM and generating keys may vary depending on the preferences of the 
custodian, the most common practice is called a ‘key generation ceremony’ which occurs on an offline 
computer. This technology is predicated on the notion that the private key never leaves the HSM and is 
never shared with anyone managing the assets, thus preventing bad actors from accessing your funds or 
an accidental private key divulgence. Once generated, the keys are encrypted and ideally sharded for 
additional security. Sharding in this context refers to the process of splitting the private key data so that 
these ‘shards’ of data need to be reconstructed in order to gain access to the key. Sharmir’s Secret Sharing 
(SSS) is a common cryptographic technique utilized by third party custodians to shard private keys. Sharing 
protects crypto assets by preventing the private key from being used to sign transactions unilaterally. 

An extremely important concept in the world of cryptography and digital security is that of randomness. 
Creating a truly random number generator is an exceedingly difficult task, but it is this technology that 
encryption depends on. It is a well known refrain in the world of cryptography that private keys are only  
as secure as the random number generators they depend on. Randomness is by its very definition  
unpredictable and that is precisely what makes it such an effective tool for cryptography and security  
and conversely why a poorly designed random number generator which results in insecure randomness 
can jeopardize key generation and signatures and create room for exploits. Custodians thus acquire  
HSMs that have certified and audited random number generators that are provably secure as opposed  
to general computer software which often uses inferior random number generators that can be  
cracked and backdoored. 
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Interacting with the HSM is achieved by sending programmable encrypted commands to the HSM  
which is designed to decrypt using the private key (without revealing the key) and then returning the  
unencrypted data to perform actions. Custodians can differ in the way they authenticate transactions. 
Ideally, your custodian will provide advanced methods such as a combination of biometrics, behavioral 
analytics and a quorum based system which requires multiple approvers to authenticate a transaction.  
This modern multi-layered security approach provides the bank-grade protection that institutions  
investors seek, however some custodians still use the antiquated password approach which is  
vulnerable to phishing or reset. Clients should take great care to understand the authentication process  
as it determines how transactions are approved. Whilst HSMs are incredibly effective at safeguarding 
private keys, they have been designed to sign on-command, consequently if the authentication process 
leaves room for bad actors to participate, HSMs can be forced to sign malicious transactions. The  
authentication process and options available to clients is therefore an important distinction between  
third party custodians that necessitates careful consideration. 

HSMs have become the industry standard because they are extremely difficult to exploit. HSMs  
utilize custom hardware that is single function, specializing in security, making it very robust with a  
small attack surface. Computers are composed of multiple components that can be exploited. Hot  
wallets that clients use on centralized exchanges such as Binance and Kraken similarly suffer from a  
large attack surface. When a system has many components that are vulnerable to hacks and exploits,  
security suffers as a consequence. Vaultavo and other third party custodians who specialize in bank  
grade-grade security choose HSM technology as it is best suited to meet needs of institutional  
investors and thereby advance broader adoption of crypto assets. 

Vaultavo and other third party custodians  
who specialize in bank grade-grade security choose  
HSM technology as it is best suited to meet needs of  

institutional investors and thereby advance  
broader adoption of crypto assets.

“ „
Multi Party Computation

Multi Party Computation (MPC) is a security protocol that has existed long before the crypto industry. 
Much like HSM, MPC uses cryptography and privacy protocols to ensure privacy and confidentiality  
and has secret sharing compatibility. In the MPC paradigm multiple parties can protect their private data 
while evaluating a computation that includes their collective data. The output of the computation cannot 
be reverse engineered to uncover any private data of other parties. With the advent of digital assets such 
as cryptocurrencies and NFTs it became clear the MPC protocols could be used as a security tool to  
safeguard private keys and serve as an authentication mechanism to access a wallet and transact bearing 
the consent of predetermined parties. 
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One of the initial selling points of the MPC protocols was that it eliminated the single point of failure  
problem that plagued investors that held their assets in cold wallets -if one’s seed phrase or private key  
was lost or stolen it would result in the permanent loss of digital assets. The risk was too great to place  
so much responsibility on an individual, thus an MPC protocol which required the input of more than  
one party solved this dilemma by sharding the private key among parties. MPC is conceptually similar  
to multiple signature or multisig technology, although differences exist. The sharding of private keys are 
generally shared among different parties such as the investor, the custodian and perhaps the investor’s 
legal representative, rules can then be determined on the number of participants needed to authenticate  
a transaction depending on the needs of the client. There are various types of MPC algorithms, these 
differ in latency, efficiency and flexibility in terms of their support for cold storage wallets. 

Industry experts agree that MPC is an as yet unproven technology while HSM is being firmly established 
as the industry standard. The benefits of MPC protocols like removing the single point of failure can also 
be achieved with HSM technology using SSS, but HSM boasts stronger security credentials which has 
made it the first choice for most reputable third party custodians. 

Vaultavo’s Custody Solution

Vaultavo offers all clients the highest level of security and protection. In order to achieve military-grade 
security that banks, credit unions, and exchanges can trust, we have opted to utilize HSM technology and 
implement it in a manner that is ultra-secure, user-friendly, modern and discrete with the Vaultavo Card. 
Our Custody Solution provides our clients with the world’s first biometric enabled digital custody smart 
card. When the card is activated, private keys are generated and safeguarded using a fingerprint which 
serves as a seed for random number generation. As noted above, one of the concerns regarding certain 
implementations of HSM technology is authentication. With the Vaultavo Card, clients get the benefit of 
the highest security with HSM technology paired with a sophisticated biometric authentication process. 
This is what differentiates Vaultavo from its competitors, a fingerprint is the only way to gain access to the 
card. Unlike other third party custodians, at Vaultavo there is no need for a key creation ceremony with 
multiple parties and 3rd party computers; the storage and transfer of digital assets becomes seamless. 

Vaultavo Cards are issued to the relevant parties responsible for the assets of an institution, then using  
a quorum based system these parties can initiate and approve transactions. Each card is linked to the  
fingerprint of an individual, therefore the card can only be used by that individual and additionally it  
can only be used in the predetermined role that was programmed into the card. Consequently, the  
Vaultavo card cannot be exploited as the relevant parties must partake in the process that authenticates 
any given transaction. 

MPC is conceptually similar to multiple  
signature or multisig technology,  

although differences exist. 
“ „
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conclusion

Hardware Security Modules are becoming the security hardware industry standard for third party  
digital custodians servicing institutional clients. The advantages that Multi Party Computation offers  
such as distributed authentication is replicable in a HSM system, however HSM has the added benefit  
of superior security. Vaultavo’s Custody Solution utilizes certified and audited HSM technology that is 
further protected by its industry leading biometric smart card. The Vaultavo Card’s quorum-based system 
which requires all relevant parties to participate in the authentication of transactions gives Vaultavo’s clients 
the greatest advantage of MPC technology (removal of a single point of failure/distributed authentication) 
while retaining the security of HSM technology. This combination of features and the simple elegance  
and ease of use of the Vaultavo Card is what gives Vaultavo its edge over its incumbent competitors. 

To learn more visit

www.vaultavo.com 

@vaultavo

hello@vaultavo.com

follow us on twitter

for general enquiries contact

Vaultavo’s Custody Solution utilizes  
certified and audited HSM technology  

that is further protected by its industry  
leading biometric smart card.
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