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Abstract

introduction

Cryptocurrencies have fast become part of the fabric of society. Moreover, blockchain  
technology continues to make innovative strides and, what many felt it once purported,  
can now be shown to have inherent practical applications that offer us a glimpse of the  
future. Today, there are various countries that are adopting legislation which aims at  
regulating cryptocurrency  and which ensures that there are checks and balances in place. 
However, there is still much to be done from a regulatory standpoint if cryptocurrencies and 
the underlying technology can make a seamless transition into traditional sectors of society.  
A coordinated global approach is certainly required if nations hope to manage risk and 
control the ever-expansive reach of cryptocurrencies and the online crypto exchanges that 
we have come to know. Aligning crypto activities with tailored requirements and ensuring 
relevant financial authorities carry out their mandates may well be the next step in broader 
acceptance of the cryptocurrency ecosystem. 

There is no doubt that cryptocurrency assets have gained traction across the board in recent years.  
Not only have cryptocurrencies received widespread attention but a number of subsequent products 
stemming from the use of blockchain technology are now coming to the fore. This has raised many  
questions about the role that state agencies should play presently  within the DeFi  sector as well as  
moving forward into the future. 

Regulations and existing legislation, as it stands, is patchy at best from a global perspective. There  
are a number of countries which have implemented policy measures in an effort to stay on top of  
cryptocurrency trends and the inevitable adoption of blockchain technology within mainstream  
industries. However, given the fact that the technology has been around for a decade, the lack of  
a coordinated approach to dealing with cryptocurrency at large must be addressed. There is certainly  
a realization and even admittance in various countries across the globe that reform is required. 

Understanding the underlying  
cryptocurrency technology  

It is prudent to gain a deeper understanding of the underlying technology in question before  
discussing the structural or regulatory landscape that prevails within the cryptocurrency sector.  
Blockchain has widely been hailed as a revolutionary technology that can be applied within a  
myriad of sectors as it is transparent, secure, and versatile. However, what makes blockchain  
technology so appealing? 
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Blockchain has widely been hailed as  
a revolutionary technology that can be  

applied within a myriad of sectors as it  
is transparent, secure, and versatile.

“ „

In essence, the steps below outline precisely how transactions are processed, recorded, and  
distributed within the blockchain: 

1. The first step involves a transaction request. 

2. This request is then transmitted throughout the P2P network (made up nodes - computers). 

3. The transaction is then verified throughout the network by the nodes.

4. After a transaction is validated, it will be grouped together with several other transactions to  
         create one block of data. 

5. This ‘block’ is added to the existing blockchain in chronological order. 

6. The new block of data cannot be altered within the existing blockchain – one of the reasons  
         why the technology proves so secure and transparent. 

7. Once this occurs, the transaction is finalized. 

The blockchain can be seen as a decentralized ledger where transactions are recorded and  
then distributed across a peer-to-peer (P2P) network. Transactions within this network are  
confirmed without the need for any one central power. Naturally, this is a far cry from traditional  
financial processes.

Blockchain technology can be used for a vast number of transactions over and above cryptocurrency.  
This technology can facilitate transactions pertaining to financial services (money transfers), record and 
verify votes, or distribute sensitive personal information across various platforms; to name but a few. 

For the purposes of the remainder of this paper, we’ll be focusing on cryptocurrency transactions  
on the blockchain and how the powers that be currently regulate the sector. This includes assessing  
shortcomings in existing legislation and potential alleviations to the challenges of implementing a  
global regulatory framework. 
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“ „
Without a doubt, there has been exponential growth  
and acceptance when it comes to cryptocurrencies.  

But, this hasn’t necessarily meant that countries have  
been quick to formulate a response to this  

rapidly growing sector.

present approach to regulating  
cryptocurrency - a global outlook

There is significant momentum behind cryptocurrencies at present. At the time of writing, the  
total market capitalization of this asset class exceeds $3 trillion. Without a doubt, there has been  
exponential growth and acceptance when it comes to cryptocurrencies. But, this hasn’t necessarily  
meant that countries have been quick to formulate a response to this rapidly growing sector. Regulations 
pertaining to cryptocurrency have been reactionary instead of proactive, for the most part. Financial  
institutions, most notably reserve banks, have found it difficult to stay abreast of the ever-evolving nature  
of cryptocurrencies and the underlying technology. 
At the best of times, responses from the majority of developed and developing countries have been  

lackluster and tentative. Certain countries have outlawed cryptocurrencies or have made it extremely 
difficult to buy, sell, or possess digital currency. However, there have been several countries which have 
successfully created an environment that actively regulates cryptocurrencies in full while there is one  
notable case – El Salvador – that has approved Bitcoin (BTC) as a legal tender. To assess the global  
approach to regulating cryptocurrency, it’s imperative to analyze several relevant cases. 

The global regulatory framework in respect of the blockchain and crypto assets is disparate and  
fragmented and this is true of both major nation states such as the USA and multi-state economic  
zones such as the EU. Standard setting at a global level is rooted in the anti-money laundering and  
counter-terrorist financing (MLTF) guidance and recommendations issued by the Financial Action  
Task Force (FATF). FATF was initially focused on just crypto currency but has moved forward to  
embrace the broad provision and use of virtual assets. The guidance outlines the need for countries 
and “virtual asset service providers’’ (VASPs), and other entities involved in “virtual asset” (VA) activities,  
to understand the MLTF risks associated with VA activities and to take appropriate mitigating measures  
to address those risks. The FATF standards require countries to assess and mitigate their risks associated 
with VA and VASPs; license or register providers and subject them to supervision or monitoring by  
competent national authorities. The guidelines include: clarification of the definitions of VAs and  
VASPs; risk indicators that should specifically be considered in a VA context; guidance on how the  
FATF Standards apply to stablecoins; risks and the tools available to countries to address MLTF risk  
for peer-to-peer transactions; licensing and registration of VASPs; implementation of the “travel rule”;  
and information-sharing and co-operation amongst VASP supervisors. FATF’s latest guidance for a  
risk-based approach to VAs and VASPs was updated in October 2021 and addresses topics that  
have faced great regulatory uncertainty, such as decentralized finance (DeFi), stablecoins and  
“travel rule” compliance.
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united states

The US proves to be an interesting case study as there have been notable strides made through  
innovation in the country. A large number of companies focus on blockchain technology while retail  
and professional traders have shown keen interest in digital currencies. The narrative that ‘the US must 
actively maintain a role in developing the technology’ has been touted by several commissions. Thus,  
it comes as somewhat of a surprise that the hotly-debated topic has led to few tangible changes in  
the legislation of how cryptocurrencies are governed. 

While there is no consistent legal  
approach at state level, the US is gradually  
making progress in developing federal-level  
cryptocurrency legislation, however the US  
will have to address the differences in the  
definition and treatment of virtual assets. 

“
„

Several states have proposed and/or passed laws affecting cryptocurrencies and blockchain  
technology. There have generally been two approaches to state regulation. Some have tried to  
promote technology bypassing favorable regulations exempting cryptocurrencies and blockchain  
technology from state securities laws and/or money transmission statutes. These states hope to  
leverage investment in technology to stimulate local economies. One example is Wyoming which  
has passed legislation allowing for the creation of a new type of bank or special purpose depository  
institution which can operate in both a custodial and fiduciary capacity. Other progressive states in  
this regard include New York which has eased restriction on gaining a BitLicense and Texas which is  
promoting economic opportunity through a blockchain working group. On the other hand, there  
are states such as Iowa that are taking actions to prohibit the state and any of its subdivisions from  
accepting cryptocurrencies and others including Maryland and Hawaii that have issued warnings  
about investing in cryptocurrencies.

While there is no consistent legal approach at state level, the US is gradually making progress in  
developing federal-level cryptocurrency legislation, however the US will have to address the differences  
in the definition and treatment of virtual assets. The Financial Crimes Enforcement Network (FinCEN)  
does not consider cryptocurrencies to be legal tender but considers cryptocurrency exchanges to be 
money transmitters on the basis that cryptocurrency tokens are “other value that substitutes for currency.” 
The Internal Revenue Service (IRS) does not consider cryptocurrency to be legal tender but defines it as  
“a digital representation of value that functions as a medium of exchange, a unit of account, and/or a 
store of value” and has issued tax guidance accordingly.
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united kingdom

The UK has fully implemented the EU AML directives and expects market participants including  
exchanges and wallet providers to meet the requirements of the FATF guidance and recommendations;  
in this respect, market participants in cryptocurrencies and crypto assets are required to be registered  
with the FCA and comply with the UK Money Laundering Regulations. Beyond AML, the UK regulatory 
landscape is still evolving with various consultations continuing under HM Treasury, The Bank of England 
(BoE) and the Financial Conduct Authority (FCA).

Although the UK confirmed in 2020 that crypto assets are property, it has no specific cryptocurrency  
laws and cryptocurrencies are not considered legal tender. Further, the FCA Taxonomy identifies  
cryptocurrencies as a subset of the broader category “Cryptoasset” – a “cryptographically secured  
digital representation of value or contractual rights that uses some type of distributed ledger technology 
(DLT) and can be transferred, stored or traded electronically. They further identify three sub-categories: 
Exchange tokens (e.g. Bitcoin) used as a means of exchange or for investment; Utility tokens which can  
be redeemed for access to a specific product or service; and Security tokens which are considered to  
be a specified investment as set out in the FSMA which may provide rights of ownership, repayment or 
entitlement which may be considered as transferable securities or financial instruments and potentially  
regulated under MiFID II or EMRs or PSRs. Exchange tokens and utility tokens are considered to be  
unregulated, security tokens are potentially regulated and the precise form of regulation depends a  
determination based upon an analysis of intrinsic factors focused on the rights and entitlements  
granted to the user as well as extrinsic factors such as the use or operation of the of the token.

The BoE does not consider crypto currencies to be ‘money’ nor that they pose a systemic risk to the  
stability of the banking ecosystem. However, because the legal consequences, regulations, and status  
of crypto assets and currencies are evolving depending on the nature, type, and usage of crypto assets, 
the FCA and the BoE have issued risk warning and guidance about their use, specifically regarding the 
absence of regulatory and monetary protection, the status of cryptocurrencies as stores of value, and  
on the dangers of speculative trading and volatility. Certain product classes are also presently banned  
by the FCA including retail cryptocurrency derivatives and stablecoin.

Cryptocurrency exchanges are legal in the United States and fall within the regulatory scope of the  
Bank Secrecy Act (BSA) meaning that exchange service providers must obtain a license from FINCEN, 
implement an MLTF program, maintain appropriate records, and submit reports to the authorities. The  
US Securities and Exchange Commission (SEC) has indicated that it considers cryptocurrencies to be 
securities, and applies securities laws to digital wallets again impacting both exchanges and investors.  
By contrast, The Commodities Futures Trading Commission (CFTC) has adopted a friendlier, “do no  
harm” approach, recognizing Bitcoin and Ethereum as commodities and allowing other virtual and  
cryptocurrency derivatives to trade publicly on exchanges that it regulates or supervises.
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china

european union

The European Union has certainly embraced cryptocurrency throughout. It is legal in most member  
countries but the administration of crypto exchanges and regulations that preside in different countries 
tends to differ. The lack of an adequate regulatory framework addressing the provision of blockchain  
and crypto asset services within the EU/EEA is one of the main challenges the industry is currently facing. 
Certain countries seeking to be at the economic vanguard of the expansion of the crypto asset market 
such as Estonia, Germany, Malta and Liechtenstein have implemented national laws and regulations and 
participants in those markets require a license and must comply with the requirements of those laws  
and regulations. In addition, all EU member states are required to comply with the Money Laundering 
Directive (MLD) and therefore require at least to be registered in their home territory as well as comply  
with all requirements of the MLD. The absence of a European Commission (EC) level Directive or  
Regulation and the various regulatory responses at a national level has exposed the block to a high  
degree of inconsistency in terms of definitions of virtual asset classes and treatment of virtual assets  
as financial instruments both from a regulatory and taxation perspective. It also means that market  
participants are denied the ability to “passport” services across the block.

The Markets in Crypto Assets Regulation proposal (MiCA), is the EC’s attempt to bring regulatory clarity. 
The proposal is part of a comprehensive “Digital Finance Package,” which also includes other documents 
such as a “Digital Finance Strategy,” a “Retail Payment Strategy,” and legislative proposals for a “DLT Pilot 
Regime” and for more “digital resilience” in the financial sector. MiCA in current form has a particular  
focus on stablecoins and crypto-asset service providers (CASPs), but also covers utility tokens; by the  
time it is finalized it will likely expand to other crypto asset classes such as DeFi. MiCA will not apply to 
crypto-assets like security tokens, which are defined as financial instruments or e-money under the  
Markets in Financial Instruments Directive (MiFID) and the Electronic Money Directive (EMD).
 
The framework seeks to introduce: rules for the relationship between token issuers and token holders; 
minimum capital requirements for the various types of CASPs; measures aimed at preventing market  
abuse and ensuring investor protection; and perhaps most importantly, MiCA aims to harmonize  
crypto-related regulatory regimes across the EU, which will spare CASPs from having to deal with the 
fragmented regulatory landscape mentioned above and in particular, extend EU passport privileges to 
CASPs making it easier for businesses to operate in the region.

Up until 2021, China was home to a large percentage of Bitcoin mining. A year later, the country,  
through government intervention and policy implementation, enacted a total ban on cryptocurrencies. 
Notwithstanding this though, China is committed to creating a stablecoin which will act as a digital yuan. 
Thus, there is clear evidence the state acknowledges that there is a demand for such a currency as well  
as benefits to using a digital currency. The anonymity that is synonymous with blockchain technology  
has been hailed as one of those benefits. The central bank will still retain the power and jurisdiction to 
orchestrate investigations into transactions which are flagged for several different reasons. 
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singapore

The Singapore Government takes a pragmatic approach to dealing with cryptocurrencies and has  
embraced the economic and societal potential of Crypto Asset activities; whilst at the same time the  
Monetary Authority of Singapore (MAS) is also focused on risks associated with such activities. In fact,  
just recently, the MAS has issued a notice that “Digital Payment Token (DPT) Service” providers should  
not promote their DPT services to the general public in Singapore.
 
The term DPT is broad in that is inclusive of any digital representation of value which mirrors the UK  
definition and therefore, such activities, depending upon the precise attributes of the product may  
be regulated under Singapore Payment Services Act (PSA), the Securities and Futures Act (SFA) or the  
Commodities Trading Act (CTA). DPT services include the buying or selling of DPTs or facilitating the 
exchange of DPTs, provision of custodian wallet services for DPTs are generally regulated under the PSA. 
However, if a Crypto Asset’s characteristics are similar to a capital market product, they will be regulated 
under the SFA and if a Crypto Asset is asset backed, it may potentially be regulated under the CTA.
 
The PSA is, in many ways, aligned with FATF’s most recent recommendations on MLTF and the MAS will 
continue to adjust the Regulations to continuously strengthen MLTF standards for DPT service providers 
and higher requirements for technology risk management in financial institutions. Market participants are 
required to obtain the appropriate license from the MAS and comply with all regulations under the  
applicable Act as well as comply with all relevant MLTF regulations.
 
Cryptocurrencies are one form of DPT. Cryptocurrency exchanges and trading of cryptocurrencies are 
legal. Although cryptocurrencies are seen as a form of property, they are not considered legal tender, 
however Singapore’s tax authority treats assets such as Bitcoin as “good” and so applies Goods and  
Services Tax (Singapore’s version of Value Added Tax) to transactions.

Up until 2021, China was home to a large percentage  
of Bitcoin mining. A year later, the country, through 
government intervention and policy implementation, 

enacted a total ban on cryptocurrencies.

“ „

similarities between nations

There are certain similarities when looking at how nations regulate cryptocurrencies. Of course, there  
are always outliers that buck the trend and adopt policies which are far off center. Having said that, a  
number of countries view digital currencies such as Bitcoin as property; including Australia, Japan, and 
Switzerland. Cryptocurrency exchanges in countries such as these are legal but must register with a  
relevant monetary authority. 
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 There is certainly the need for a  
concerted global effort where  

a coordinated regulatory  
framework is implemented. 

“ „

As with any new technology that upends the conventional systems that have been in place for some  
time, several issues tend to arise. These may be systemic in nature or simply stem from the uncertainty  
of replacing the old with the new. Furthermore, the nature of cryptocurrencies have brought to light  
certain financial risks. It is for these reasons, amongst others, that the entire way we approach, utilize,  
and regulate cryptocurrency and blockchain technology must be overhauled. Or, at the very least, more 
flexible and forward-thinking legislation should be implemented. However, such legislation and practical 
regulations on how cryptocurrency is defined as an asset cannot only be carried out in one or two  
countries. There is certainly the need for a concerted global effort where a coordinated regulatory  
framework is implemented. It may even serve as a guideline for those who do wish to adopt  
a more robust approach to governing cryptocurrencies without smothering future innovation. 

Addressing shortcomings and  
implementing a global framework 

abundance of uncertainty

One of the most contentious issues surrounding cryptocurrency is whether it is inherently a speculative 
asset. Historical data will tell us that financial risk has been tough to quantify. This, in itself, stems from  
the unregulated nature of many cryptocurrency activities. It can also be attributed to the speculative  
nature of crypto and the major sell-offs of crypto assets in recent years. There is clear evidence that  
crypto is not exactly stable and has endured volatility on both sides of the coin – so to speak. Thus,  
the ability to determine value has become a cumbersome task for regulators and market watchdogs.  
Valuation aside, risk management is another thorn in the side of regulators. 

This risk extends to individual investors as well as the exchanges themselves. Many are concerned about 
the risk that comes with trading and storing cryptocurrency in a market that is far less regulated than that  
of traditional exchanges offering stocks, bonds, and the likes. There is little factual information being  
disclosed on a number of stablecoins while the ability to provide thorough oversight and ultimately  
protect individuals engaging in crypto trading is yet another concern. 
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Naturally, financial watchdogs have also raised the issues of cybercrimes that are more easily  
perpetrated using unregulated crypto exchanges. A movement towards digital currencies has been  
widespread for those looking to fly under the radar. Even if countries have moved to include tight  
regulatory controls, individuals simply move to territories where crypto is still heavily unregulated. The 
clear discrepancies between countries that are actively governing crypto activities and those who are 
non-committable on the issue have created an environment where it is possible to take advantage of 
crypto for activities that undermine the integrity of this sector as a whole. 

These risks and issues that continue to plague the cryptocurrency sphere makes an awfully  
compelling case for a global approach and adoption of international benchmarks in order to regulate 
cryptocurrency assets. This, coupled with the fact that cryptocurrency has an ambit geared towards 
transcending borders and even sectors in society, means a global framework for tackling cryptocurrency 
is paramount. Regulations will need to be drawn up in a way which allows for a coordinated approach to 
controlling risk while still providing an environment where crypto activities are facilitated and blockchain 
applications are allowed to evolve and flourish. 

potential solutions and a new-age  

approach to dealing with cryptocurrency

It is absolutely necessary that practical solutions are reached in order to fully address cryptocurrency  
as a whole. Recently, authorities in several countries have stated their interest in getting more involved.  
In the US, the SEC is looking to enforce stricter requirements on crypto markets moving forward.  
However, a fragmented approach is yet to prove comprehensive in its ability to limit illicit transactions  
and activities that pertain to crypto and the exchanges that cryptocurrencies are available on. 

The clear discrepancies between countries that are  
actively governing crypto activities and those who  
are non-committable on the issue have created an  
environment where it is possible to take advantage  

of crypto for activities that undermine the  
integrity of this sector as a whole. 

“ „

Understanding cryptocurrency’s multifaceted  

applications, ensuring issues pertaining to risk are  

addressed, and providing the required framework 

should be of utmost importance. 

“ „
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One of the first steps in dealing with regulations that may well provide the oversight required is by  
defining what cryptocurrencies are. There has been debate about whether the asset class should be  
defined as a commodity, a security, or a currency – evident in the US as outlined earlier. Once digital 
coins are defined, creating a regulatory framework becomes that much easier. 

However, individual nations will need to band together in an effort to create a global consensus  
that provides a coordinated framework. Cross-border collaboration through inter-agency partnerships  
that have the right means and technology to monitor and regulate cryptocurrency activity will be a  
step in the right direction. Much has been written about how one-nation approaches simply shift  
the issue elsewhere. It is without a doubt an absolute necessity for widespread participation in new  
directives so that illicit activities are quashed.  

Another solution would be to align cryptocurrency activities with regulations that apply to the underlying 
service or activity being undertaken. For instance, authorities need to outline transparent requirements  
that can be used by institutions who wish to expose themselves to cryptocurrencies but maintain limited 
exposure. A comprehensive outline on the requirements for those who want to act as cryptocurrency 
custodians need also be clarified. 

Finally, there has to be an open dialogue and proposed approach across all entities within the financial 
system; from central banks to regulators and commissions. Understanding cryptocurrency’s multifaceted 
applications, ensuring issues pertaining to risk are addressed, and providing the required framework  
should be of utmost importance. 

conclusion

 It is becoming increasingly clear  
that a coordinated approach is required  
where international regulatory bodies  

craft new policies to deal with, and control,  
the risk and uncertainty that comes with  

cryptocurrency activities.  

“
„

Cryptocurrencies are continuing to gain in popularity while the vast use cases of blockchain  
technology point decidedly to a future where our lives will be intertwined even more with this sector  
and the benefits that come with it. With this in mind, it is paramount that acknowledgements are made 
by institutional powers that our traditional financial system is changing as we speak. It is thus prudent to 
accept this fact and move forward with creating a more versatile monetary framework that addresses  
the shortcomings of current legislation in dealing with cryptocurrency assets. 
The limitations of national cryptocurrency regulation and legislation makes a case for a concerted  
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approach from a global perspective. It is becoming increasingly clear that a coordinated approach  
is required where international regulatory bodies craft new policies to deal with, and control, the risk  
and uncertainty that comes with cryptocurrency activities. 

The International Monetary Fund, as well as those commissions in individual nations, will need to fulfill  
their mandates of ensuring regulatory oversight, compliance, and safeguarding individuals who wish to 
participate in cryptocurrency markets. There is a lot to be done but, by fostering cross-border cooperation 
and implementing an international framework fit for purpose, there is no reason not to believe that global 
legislation can be adopted to maintain a safe and stable environment for all stakeholders.
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