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Abstract

1. introduction

The $200 trillion fiat sector is entering the escalating $3 trillion crypto market,  
with many of the major banks jumping into crypto; Wall Street banks are on a crypto hiring 
spree, Citigroup expects most of the large banks to enter in the next three years, and Visa  
initiated their pilot program to make life easier for cryptocurrency businesses. Visa aims,  
among others, to eliminate any hurdles for customers looking to convert their crypto  
currency holdings to fiat. The opportunities within crypto asset management are increasing 
exponentially - for mass acceptance, the customer needs to be able to trust providers and  
technology, while being able to access and use their assets with the same ease as a regular 
bank card. As the world’s first biometric compliant digital asset custody smartcard, the  
Vaultavo Crypto Custody Solution does just that.

Still largely considered a risky investment in the 
collective consciousness, one of the most critical  
challenges we face is the extension of the block-
chain’s security capabilities to somehow include  
the transaction space between authorising agent(s) 
confirming an individual and the transaction being  
initiated. An issue compounded by the frustrations 
experienced by users in this space trying to  
manage their private keys. 

Fraudulent losses in the crypto sector totalled $1.5 
billion in 2020; by comparison, crypto theft and 
fraud losses have hit a record $10.5 billion in  
2021. i Crypto assets which are currently being  
held by third party exchanges have little to no  
validated security measures – at this stage of  
industry growth, it is critical that this hurdle 
to mass adoption is removed.  

only when users can  

buy, spend, and hold  

cryptocurrencies without  

having to understand 

cryptography and  

blockchain consensus 

mechanisms, will  

consumers be more  

willing to enter this  

sphere of the  

financial market.

“

„

Crypto is here to stay - we have believed it for a long time, but now everyone is starting to realise it.  
The only question now is how quickly will mass adoption take? 

A significant vote of confidence in the trajectory of the $3 trillion crypto market is the level of  
investments being made by the $200 trillion fiat market, combined with the rise of decentralized  
finance (DeFi) and spotlight on nonfungible tokens (NFTs) - both terms becoming more recognisable  
to the average consumer. We are now entering a pivotal moment of market growth. 
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The management of private keys is a crucial component of crypto security - the average user does  
not want to worry about losing their private keys, let alone their funds. Multisig, scorched earth vaults,  
uPort-style social account recovery, and hardware wallets are all reasonable solutions, but require too 
much effort. In today’s world of easily resettable passwords, having to remember a 64-character seed 
phrase or risk losing access to all their crypto assets is  
a huge inconvenience to the modern consumer. 

We believe the development of private key management  
services is without a doubt going to play an increasingly 
vital role. The introduction of new wallets alone will not  
bring down this barrier to entry; only when users can buy,  
spend, and hold cryptocurrencies without having to  
understand cryptography and blockchain consensus  
mechanisms, will consumers be more willing to enter  
this sphere of the financial market.

The current ecosystem leaves users with little choice but to work with a form of hardware or cold wallet.  
This responsibility is transferred from a third-party exchange owning the crypto or your private key, 
to the user owning their own crypto and private key, but with an attached high friction private key  
management and recovery system. This level of vulnerability that users are exposed to is a disservice  
to the industry. To drive mass adoption, we must provide the highest levels of security for individuals  
while making it easy for anyone to use. 

Blockchain.com states their goal is to reach one billion on-chain crypto wallets by 2030.ii 
This hypothetical result would be an indication that mass adoption of the crypto market has  
been achieved. For this to happen, consumers must have access to a custody option that is  
secure, easy to use, more transaction friendly than current offerings and less costly.  
These are the founding principles and mission of Vaultavo. 

To drive mass  
adoption, we must  
provide the highest  

levels of security  
for individuals while  

making it easy for  
anyone to use.

“
„

2. Market size and growth

The cryptocurrency market capitalisation is close to reaching $3 trillion,iii up from an estimated $1.2  
trillion in January 2021. Enhanced by a surge in interest for networks with decentralised finance (DeFi)  
applications and smart contracts, as well as a boom in the mainstream interest of non-fungible tokens 
(NFTs). As multiple new coins including Ethereum, Solana and Cardano also enter the market, the  
opportunity for growth in the crypto market cannot be underestimated. 

The global cryptocurrency exchange market is expected to hit $4.94 billion by 2030, more than  
triple its estimated size of $1.49 billion in 2020 - this represents a compound annual growth rate of  
12.8% between 2021 and 2030.iv Within this space, the crypto asset management market is projected  
to grow from $0.4 billion in 2021 to $1.2 billion by 2026, a compound annual growth rate of 21.5%.v  
This accelerated shift of the asset management sector is not trivial and indicates an ever expanding  
and diversified user base.
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The growth is further spurred on by the developments in distributed ledger technology and the rising  
digital investments in venture capital.  A clear indicator of confidence in the market is how many of  
the dominating financial institutions are already preparing for the expected consumer demand for  
crypto-related services, for example, Citigroup expects most of the Banks to enter in the next one  
to three years, while several Wall Street banks are on a crypto hiring spree. vi 

Similarly, Visa has initiated their pilot program to  
make life easier for cryptocurrency businesses.  
Visa wants to eliminate the hassle of requiring  
customers to convert their cryptocurrency  
holdings into fiat currency, like U.S. dollars,  
before settling their accounts on the Visa  
network.vii Mastercard launched their  
crypto funded cards, the first APAC-based 
cryptocurrency platform linked to Mastercard  
credit, debit or pre-paid cards that can be  
instantly converted to fiat. viii  

Opimas estimates that the current annual revenues generated by the institutional crypto brokerage  
and custody market are roughly US$2 billion and will grow to nearly US$8 billion by 2026.ix With  
the advances in brokerage and custody solutions, Opimas further expects institutional cryptocurrency 
holdings to grow from 20% of the cryptocurrency market cap to over 50% by 2026.
 
As the crypto user profile expands to increasingly include traditional investors and traders, so too will  
an increasing number of users adopt cold custody services, thus adding more pressure to the market  
to accept custody services as an integral part of the crypto asset and currency ecosystem.

To date there has been a lot of investment and growth in custodial solutions for institutions like Hedge 
Funds, Pension Funds, Family Offices etc., but truly little progression in solutions targeted at institutions like 
banks and exchanges that can be passed down to their end customers or targeted directly to the end user. 
 
It is clear that the crypto asset management sector is enjoying an ever-increasing portion of the market. 
For institutional B2C cryptocurrency to operate, it must provide a custody service closely aligned to  
the licensed custody services offered by all registered financial intermediaries. This is exactly the sweet 
spot of the “pitches and forks” required by the crypto market to continue with its adoption velocity and  
the solution Vaultavo delivers.

For institutional B2C  
cryptocurrency to operate, 
they must provide a custody 

service closely aligned to the 
licensed custody services  
offered by all registered  
financial intermediaries.

“
„

Vaultavo is the solution to overcoming  
the current user frustration by providing  

a user-friendly, super secure protocol  
encased in an easy-to-use bank-style 

card with fingerprint identity.

“
„



Vaultavo: Supporting Mass Adoption of Crypto 4

3. Vaultavo Custody Solution:  
    ‘Your fingerprint is the key’

Before the market can transition into the stage of mass adoption, we need to build better  
experiences, so less technically inclined consumers can use cryptocurrencies, in the same  
way that they use their phones, drive their cars, and charge their credit cards, without necessarily 
understanding the complexities behind the technology that makes their lives easier every day.  
The core of the Vaultavo Blockchain Custody Solution centres around the Vaultavo Card, the  
world’s first biometric enabled digital asset custody smartcard. 

Founded by a team with vast experience in financial payments systems and security, as well as  
smartcard design, Vaultavo is offering a state-of-the-art custody service for all cryptocurrency  
users. Utilising a wealth of knowledge in user experience of bank card applications; Vaultavo  
now offers a uniquely designed bank-style card that is secure, durable, and loaded with  
technology to continue evolving with the exponential crypto market. 

Vaultavo is the solution to overcoming the current user frustration by providing a user-friendly,  
super secure protocol encased in an easy-to-use bank-style card with fingerprint identity. 

Philip Meyer, Chief Executive Officer of Vaultavo, explains:  
 
“The evolution of any industry, but particularly one such as the crypto currency market, is dependent  
on finding solutions that make it more accessible to the everyday consumer. As the market has continued 
to grow at pace, a demand for recognisable and understandable technology that securely gatekeeps 
these assets have also emerged.” 
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“
The Vaultavo Card has a microchip to create and store the private key, a state-of-the-art fingerprint  
reader, an E-Ink display to verify transactions, a rechargeable battery, as well as various connection 
types to make it connectable to computers and mobile phones, and soon to ATMs and POS devices.  
The private-public key pairs are created and stored on the Vaultavo Card using a fingerprint as a seed  
for random number generation which happens when the Vaultavo Card is activated. The only way to  
access the private key after it has been generated, is using your fingerprint and the Vaultavo Card. 

The private key cannot be hacked, as the creation and verification of all transactions need to be  
biometrically authenticated with the Vaultavo Card and the cardholder’s fingerprints. Should the card  
get lost, backups of the keys are encapsulated with the fingerprint which can be used to recover the keys. 

When any Vaultavo Card is issued, it is linked to the fingerprint of a designated individual, so that it can  
only be used by that individual in the specific role that is allocated to them. With only your fingerprint  
being compatible with the card, it provides the highest level of security when re-issuing. 

The private key cannot be hacked, as the creation  
and verification of all transactions need to be  
biometrically authenticated with the Vaultavo  

card and the cardholder’s fingerprints.„

Crypto Broker Initiates a “send” 
transaction using 

fingerprint

Owner receives
a message

Owner’s crypto 
card in HSM signs 

the transaction

Transaction is 
recorded on the 

blockchain

Owner authorizes
with fingerprint on 

Vaultavo Card
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One of the major security flaws of most other existing crypto storage devices is that if a third party  
gets hold of the seed phrases, a duplicate device can be created and the storage device emptied of  
all its crypto. Vaultavo removes the need for seed phrases that must be written down and stored in a  
safe place for the recreation of the private key should the device get damaged or lost. 

To allow our ecosystem of financial intermediaries and crypto investors to adopt the Vaultavo  
custody solution, the biometric card gets linked to the Vaultavo HSM and between the personal  
card and HSM, authentication and approvals are managed. The Vaultavo platform is offered to  
financial institutions as a white label fully functional and secure system, designed for low  
complexity on-boarding and maintenance. 

Vaultavo allows them to easily provide their clients with the safest crypto custodial solution.  
More importantly, setting up and using the Vaultavo Card is so simple that even the most  
technology challenged individuals can use it. 

The Vaultavo solution, and more specifically the security aspects, has been vetted by insurance  
underwriters who declared the Vaultavo solution insurable. Any institution that selects Vaultavo  
as their custody solution can therefore select to offer insurance as an option to the clients,  
accessing the Vaultavo crypto asset custody services.

At this moment in time, most major global currencies are fiat. Many governments and societies  
have found that fiat currency is the most durable and least likely to be susceptible to deterioration  
or loss of value over time.x The value for fiat currencies is a function of their demand and supply. 

Cryptocurrencies on the other hand, typically do not have the backing of government authorities,  
nor does it have a system of intermediary banks to propagate its use. A decentralized network consisting 
of independent nodes is responsible for approving consensus-based transactions in the decentralized 
network. There is no fiat authority in the form of a government or other monetary authority to function 
as a counterparty to risk and make lenders whole should a transaction go awry.

4. bridging centralized and  
    decentralized financial sytems

The Vaultavo solution, and more  
specifically the security aspects, has  

been vetted by insurance underwriters who  
declared the Vaultavo solution insurable.

“ „
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With decentralized systems, the control of each transaction is being distributed among various entities. 
This may compromise the stability of the system and it may take longer to finalize the decision. However, 
the transparency of the network is not compromised as every decision is based on consensus. If we look  
at the centralized financial system, it depends exclusively on the intermediary – for example, the bank.  
This is an advantage when the decisions improve the stability of the system but can be risky if that entity 
makes mistakes or becomes a bad actor. Whilst the decentralized system attempts to allow each actor  
to exclusively control its own interests and the centralized system requires players to transfer decision  
rights to a third party, it remains a deeply philosophical discourse as the decentralized system in fact 
adopts the decision rights via a consensus agreement from players.

A blockchain network eliminates the risk of a single point of failure and decreases the vulnerability  
of cyber-attacks being distributed in a peer-to-peer network. In a centralized system, security is  
managed by storing the information and confidential data at a central hub (user gives up control of  
the data), which might be prone to cyber-attacks but can create ease in management. This centralized  
hub then in turn requires huge infrastructure to support and manage the various processes whereas  
under a decentralized architecture this complexity is removed.

The decentralized network has no middleman involved in assuring that the network is safe for a  
transaction to take place, and the network rules and transparency provides the assurance for both  
the sender and recipient. In the centralized world, a third party is integral to the transaction or any  
information sharing - this intermediary may result in middleman attacks over the network. 

Many believe that decentralized networks are not subject to the same regulations as typical  
cryptocurrency businesses that take custody of users’ funds. As DeFi platforms can theoretically  
run without human intervention, there is often no team or organisation keeping records or  
intervening when something goes wrong.

This leads to the legal challenges surrounding a decentralized system - how does one regulate such  
a system? With a centralized network, regulation is simple as each agent in the system has a role and  
responsibilities, and thus misconduct is traceable.

The world’s fiat economy, all $200 trillion of it, is managed by layers of international, national,  
and regional rules and regulations. The world’s crypto currencies live on decentralized blockchain  
platforms. There is no doubt that the evolution of currencies will continue to include some degree  
of centralization and hopefully an increased degree of decentralized activity. 

The technology bridge between fiat and crypto is a crucial component to ensure the exponential  
adoption of crypto blockchain technologies. A differentiation between crypto asset investments  
and fiat investment is that the broker or bank manages the transactions and holds the fiat currency  
in custody whereas with crypto, the assets are on the blockchain and it is the private access keys that  
are held in custody. This means the application of Vaultavo’s bank grade custodianship management  
never transfers control of assets from the financial institute or owner but only  provides a highly secure  
yet easily accessible platform to the decentralized playground without giving up privacy or autonomy.
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The mass adoption of crypto is coming, how long it is going to take, is still to be seen. The growth of  
large, centralized exchanges like Coinbase, Binance, Crypto.com, FTX and Kraken is not going unnoticed 
by the banks. Money is being taken out of banks and transferred into the crypto world. It is not a matter of  
‘if’ but ‘when’ the traditional financial institutions will move into this space and offer these respective 
services to their customers.

Traditional banks are already under threat from challenger banks like Revoult, Cash App, Monzo and  
N26 by the level of real time spend, data available and high quality of user experience provided through 
the connectivity of their apps. There is increasing pressure to innovate and find new products, markets  
and opportunities to recapture lost revenue. Revoult and Cash App have long been involved in crypto 
and have been used by many as an easy entry to crypto investing. It sets a notable example of how both 
fiat and Crypto can co-exist in the same consumer financial offering. The entry of traditional banks  
will be one of the biggest drivers of crypto acceptance. 

New retail crypto investors prefer using centralized exchanges like Coinbase and Binance because they 
are easy and simple to use, especially whilst they are still learning about blockchain and crypto. As crypto 
investors become more comfortable with the landscape, they seek more control of their own  
digital assets using their own wallets.xi 

5. The Mass adoption of Crypto

It is a win for crypto investors as they get the  
best services and asset management setup from  

the start; and for the financial institutions  
because they can facilitate these services and  
products and lead the evolution of crypto.

The ultimate end point for a crypto investor is that after a period they arrive at the promised  
land of appropriate knowledge and embark on fully managing their own cold wallet. There  
is a complexity to cold wallet usage, but Vaultavo removes that. 

This poses one threat to centralized exchanges and banks who will join the crypto market -  
the eventual evolution of crypto holder/users striving to move away from institutions holding  
and controlling their assets. 

Centralized exchanges do an excellent job of educating their users about crypto and blockchain.  
Coinbase offers free assets for reading and answering questions about various coins as well as educating 
on staking, most recently offering a 4.5% APR on their users staking ETH for ETH2. 

“ „
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Financial institutions (centralized exchanges and banks) are the key for driving mass adoption and  
they are well positioned to provide high quality digital asset management, which is simple and easy  
to use, and should as well as cold storage wallets provide individual custodial solutions. Getting this  
right earlier will drive a faster adoption of crypto players and provide greater trust and customer  
loyalty to these institutions. 

Vaultavo is the solution to drive significant adoption and fast tracking consumers for the ultimate setup 
of owning, trading, and managing their digital assets. It is a win for crypto investors as they get the best 
services and asset management setup from the start; and for the financial institutions because they can 
facilitate these services and products and lead the evolution of crypto. 

Traditional financial institutions are bound by regulation and a barrier to entry could be the provision of 
licensed custody for their clients. We can remove this challenge and more importantly, as the Vaultavo 
platform is a white label fully functional and secure system, designed for low complexity on-boarding and 
maintenance, banks can implement it very easily. The adoption of this technology could not be simpler. 
The Vaultavo custody solution has finessed cutting edge technologies and protocols in tandem with  
trusted mechanisms, recognised within global debit and credit card infrastructures. The idea of a card  
that holds the access to an individual’s assets is already a familiar and trusted concept – by providing  
the highest grade of security, Vaultavo will ensure that no one can ever lose or have their crypto stolen, a  
determining factor in creating a level of consumer trust that is required to create stability within the market.  

In an industry where trust and transparency will be crucial to expansion, Vaultavo’s bank-grade technology 
will give both consumers and traditional financial institutions the confidence to take an even greater leap 
into the world of crypto. Vaultavo will be the catalyst needed to create a playing field where everyone can 
fully embrace and partake in the new crypto revolution with confidence.

by providing the highest grade of  
security, Vaultavo will ensure that no one  
can ever lose or have their crypto stolen,  
a determining factor in creating a level  
of consumer trust that is required to  

create stability within the market.

“
„

To learn more visit

www.vaultavo.com 

@vaultavo

hello@vaultavo.com

follow us on twitter

for general enquiries contact

http://www.vaultavo.com
https://twitter.com/vaultavo
mailto:hello%40vaultavo.com?subject=
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