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Abstract

introduction

• This paper  takes a closer look at five prominent crypto categories. First, smart contract  
      platforms expanded the functionality of bitcoin by introducing programmability, these  
      protocols form the bedrock upon which the apps and other crypto projects are built.

• Defi cryptocurrencies provide a range of financial services without the need for trusted  
       intermediaries, the most popular services include stablecoins, money markets,  
      decentralized exchanges and yield-farming. 

• NFTs are tokens that represent proof-of-ownership of unique digital assets, they are  
      currently used primarily for digital art. 

• The metaverse encompasses virtual worlds in cyberspace which can be explored and  
       interacted with using avatars, it provides a new platform for sharing information 
       and exchanging value. 

• Web 3.0 is a vision of a decentralized future internet whereby single-points of failure  
       such as servers are replaced by a secure backend infrastructure that is dispersed across  
       numerous nodes. Giant tech companies will be supplanted by decentralized alternatives  
       in which the user base has a stake in the protocol through governmental and full control  
      of private information.

Much like our own universe, the cryptocurrency space seems to be expanding at light-speed. What 
started in relative obscurity with Bitcoin in 2009 has exploded into a $2 trillion crypto industry with over 
16,000 projects in just 12 years. The rate of development and progress in the space makes keeping track  
of it all a Sisyphean task. The first-mover, Bitcoin, has been steadily losing market dominance to newer 
projects with wholly different design, aspirations and functionality. Among these, are projects with the 
potential to fundamentally change the way people interact with money and technology.

Some of these new blockchain technologies have been developed in hopes of solving problems of  
the legacy financial system while others are creating entirely new ways to interact with art, social media 
and gaming. The vastness of the crypto space can be overwhelming; the best way to make sense of  
the burgeoning and rapidly evolving crypto space is by dividing it into distinct categories. It appears  
increasingly likely that the future will be multi-chain i.e. a thriving ecosystem of multiple interoperable 
blockchain networks each specializing in certain domains rather than a ‘one chain to rule them all’ type 
scenario. Assuming a multi-chain future, it is important to distinguish between the different categories  
of crypto projects as each provides a unique and exciting opportunity to leverage brand new  
technology to create and unlock economic value. 

In this paper we will take a closer look at five prominent crypto categories. We will explore Defi, NFTs, 
the Metaverse, Oracles and Web 3.0 to understand how they work, how they currently add to the crypto 
ecosystem and what can be expected from these technologies in the future. Vaultavo has created a safe 
and reliable solution for clients to store their crypto assets and are committed to keeping our customers 
informed about the latest developments, trends and narratives to keep their crypto assets safe and secure.  
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 In 2008, the pseudonymous Satoshi Nakamoto released  
the white paper for bitcoin which described the first  
digital, finite, trustless, peer-to-peer form of money,  

the transactions of which are recorded and traceable  
on an immutable ledger known as the blockchain.

“ „

how it all started

The impetus that birthed the thousands of projects that constitute the space today started decades  
before the advent of Bitcoin with a group called ‘the cypherpunks’. This eclectic group consisting of  
cryptographers, engineers, programmers, hackers, philosophers and political activists coordinated  
through electronic mailing lists during the 1980s and 1990s to advance individual privacy and security  
in the new digital age. 

The cypherpunks were deeply concerned with the potential controls that could be imposed on the  
internet and cultivated a distrust for governments, giant corporations and other powerful institutions.  
Technologies were envisioned that would protect  individual’s information by decentralizing and  
democratizing the systems that manage it. Topics such as anonymous digital cash and pseudonymous 
reputation systems were discussed extensively among the virtual community as potential means to  
protect individual rights and freedoms. 

It appears increasingly likely that the  
future will be multi-chain i.e. a thriving  

ecosystem of multiple interoperable  
blockchain networks each specializing in  
certain domains rather than a ‘one chain  

to rule them all’ type scenario.

“
„

During the early 1990s, some cypherpunks became active in the development of anonymous digital cash 
systems. It was during this period that Wei Dai developed B-money, Adam Back created Hashcash and 
Nick Szabo created Bit Gold. None of these projects would ultimately succeed, however, aspects of each 
as well as the philosophical underpinnings of the cypherpunk movement can be found in the DNA of their 
spiritual and technological successor, bitcoin. In 2008, the pseudonymous Satoshi Nakamoto released 
the white paper for bitcoin which described the first digital, finite, trustless, peer-to-peer form of money, 
the transactions of which are recorded and traceable on an immutable ledger known as the blockchain. 
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smart contracts

Vitalik realized bitcoin’s lack of programmability made it inflexible and severely limited its potential for  
development, thus, in 2014 the 20-year old proposed his solution with the Ethereum white paper, the  
first smart contract compatible, second-generation blockchain. The idea of smart contracts has been 
around since the 1990s, however until Ethereum was launched in 2015 it did not have a tangible  
implementation. Smart contracts are essentially conditions that are stipulated and agreed upon by  
the relevant parties that have been written into code on the blockchain that will automatically execute 
when conditions are met. Smart contracts and Ethereum’s open source ethos gives any technically  
capable programmer the permission to write a decentralized application, also known as a dapp, that runs 
on the blockchain thereby benefiting from a decentralized system and the associated security features.

Ethereum with its smart contract capability revealed that blockchain technology could be used for  
much more than a digital cash system. The other categories that we will soon explore such as DeFi, NFTs, 
Metaverse and Web 3.0 dapps are all built upon a smart contract based blockchain system which is why 
many consider smart contract platforms the bedrock of the cryptocurrency space. Projects that utilize the 
Ethereum blockchain must pay fees to support the network, these fees can only be paid using Ethereum’s 
the native token Ether (ETH). As the popularity of dapps on Ethereum grew, so did the demand for ETH, 
thus the market capitalization of the ETH token has become second only to bitcoin (BTC). 

A rift soon formed which separated bitcoin maximalists who believed it to be a pristine asset in its current 
form that should not be corrupted by altering it in any considerable way and those that thought certain 
features of bitcoin, such as its slow transaction speed, would make it unsuitable as a global decentralized 
currency and inhibit its adoption. Alternatives to bitcoin were soon to follow. Litecoin, Bitcoin Cash and 
Dogecoin were some of the first altcoins to appear in the space, however the next big technological 
breakthrough would be ushered in by the young Russian-Canadian prodigy Vitalik Buterin.

Smart contracts and Ethereum’s  
open source ethos gives any technically  

capable programmer the permission to write  
a decentralized application, also known as  
a dapp, that runs on the blockchain thereby  

benefiting from a decentralized system  
and the associated security features.

“
„
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Defi

Defi is a term for decentralized finance. It broadly includes anything which would traditionally be  
classified as financial services, but achieved through the use of blockchain technology. Bitcoin is a  
form of defi in the simplest sense as it enables the decentralized transfer of money without the need  
for centrally regulated governments or banks. Smart contract capabilities on blockchains enable  
programmers to create automated transaction applications that operate as decentralized alternatives  
for complex financial services such as exchanges, insurance and lending services that traditionally  
required a centralized authority or intermediary. 

The decentralization of these services is powerful, it provides borderless access to a global  
monetary network with advanced financial services to anyone with a smartphone and access to  
the internet. The open source nature of the blockchain furthermore negates the associated risks of  
legacy financial institutions such as fraud, corruption and mismanagement of funds. There are however 
other risks involved with Defi. Cryptocurrencies are extremely volatile assets, scams are commonplace  
and decentralized exchanges do not require KYC (know your customer) or AML (anti money laundering)  
compliance. Consequently investors are exposed to a much higher degree of financial risk. Regulatory 
scrutiny is likely to increase as defi grows in popularity and becomes an increasingly common alternative 
to the legacy financial system. 

As the first-mover in the smart contract space, Ethereum suffers from design flaws that cause network  
congestion making transactions slow and expensive. Ethereum is in the process of transitioning to a  
proof-of-stake model that promises to be more efficient and scalable than its current proof-of-work  
model, however multiple competing smart contract platforms have beaten it to the punch. Multiple  
third generation cryptocurrencies based on proof-of-stake already exist and aim to solve the blockchain 
trilemma which requires a successful balance of security, decentralization and scalability. Projects such  
as Cardano, Algorand, Solana, Avalanche, Near, Fantom, Elrond, etc. each have their respective strengths 
and weaknesses in this regard. Solana is an example of a scalable chain with high throughput and quick 
transaction speeds, however, it appears to have made security trade-offs to attain these high transaction 
speeds, consequently the chain has suffered numerous denial-of-service (DoS) attacks, resulting in  
network outages. Cardano is a proof-of-stake smart contract platform that has prioritized decentralization, 
thus it boasts 100% decentralized block production and over two-and-a-half thousand node operators, 
significantly more than other third generation smart contract platforms, yet throughput is low and  
transaction speeds are slow, it suffers from congestion similar to Ethereum, however it has the  
benefit of low and predictable fees. No platform has fully solved the blockchain trilemma and  
each seems to be specializing in specific functionalities. 

If the aforementioned multichain future plays out, we may see multiple smart contract platforms coexist 
and interoperate, each specializing in different domains. Solana may be the preferred chain for gaming 
and metaverse dapps which require high throughput and transaction speeds while Cardano becomes 
the preferred chain for blockchain identity and governance solutions which require a highly secure and 
decentralized infrastructure. As these projects mature, their reputation and strengths will become apparent 
and determine their function and usefulness in the space. Developers and investors should identify the 
features they value in a smart contract platform and let it be their guiding principle when choosing where 
to build or invest. Now that we have a firm understanding of the foundational infrastructure upon which  
all subsequent categories are built, let us see what the cryptocurrency space has to offer.



Various Types of Distrubuted Ledger Technologies 5

The drastic volatility of cryptocurrencies such as ETH is undesirable when trying to create reliable  
defi services which is where stablecoins come in. Stablecoins are proxy assets that can be minted  
on a smart contract blockchain. Stablecoins are primarily pegged to major currencies such as the  
US-dollar and maintain a nearly one-to-one price ratio between the real and synthetic dollar. USDC is  
a cryptocurrency which is pegged to the US dollar and minted on the ethereum blockchain. Reputable 
stablecoin issuers such as USDC are frequently audited to ensure that their balance sheet is fully backed 
by dollar reserves. Using reserve backed stablecoins do however rely on centralized institutions such as 
USDC, which runs contrary to the notion of defi. DAI is an example of a stablecoin on Ethereum that  
is also pegged to the US dollar however it is instead backed by an overcollateralized cryptocurrency  
collateral which can be viewed publicly on the blockchain and which is automatically executed by a  
smart contract. The overcollateralization serves to protect users from sudden price fluctuations. 

Some of the most widely used defi dapps are decentralized exchanges (DEXes). DEXes such as uniswap 
and pancakeswap enable the buying, selling and trading of cryptocurrencies without a central authority 
where smart contracts autonomously set prices, conduct the execution of trades and secure funds. No 
KYC or AML is required to trade on DEXes. Using a DEX however require setting up a decentralized  
wallet such as a Metamask wallet to which you can transfer funds from a centralized exchange. One of  
the major risks here is sending funds to the incorrect address. Because blockchains are immutable, this 
faulty transaction cannot be undone and the funds cannot be recovered. The fear of making a mistake  
like this may be one of the primary factors preventing less tech savvy people who are otherwise  
interested in the advantages of defi from participating. 

Celsius is an example of a defi dapp that matches borrowers and lenders of various cryptocurrencies  
(and borrowing stablecoins using crypto as collateral). Celsius autonomously sets a fair interest rate  
determined by supply and demand and enforces the terms and repayment of the loan and interest.  
Projects like Yearn allow you to lock up your cryptocurrencies in their protocol which then scours  
lending platforms such as Compound, AAVE  and DEXes in order to identify and deploy funds  
such that it will generate the highest yield, this process is also known as yield farming.  
 

Smart contract capabilities on  
blockchains enable programmers to  

create automated transaction  
applications that operate as decentralized  
alternatives for complex financial services  
such as exchanges, insurance and lending  

services that traditionally required a  
centralized authority or intermediary.

“
„
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Out of all the crypto categories listed in this paper,  
none have permeated pop culture quitelike NFTs in  
2021. The success of the NFT space tells an interesting  
story about human psychology and our radically shifting  
perception of value. First, let us establish what NFTs are.  
The notion of fungibility is synonymous with replaceability  
or interchangeability. Most crypto tokens in circulation,  
like BTC and ETH, are generally considered fungible  
or interchangeable. A token is fungible if one unit is  
identical to another. You can trade all ETH for all other  
ETH, 1 BTC for 1 BTC etc. NFTs by contrast refer to unique,  
one-of-a-kind assets whose ownership is represented by  
tokens that are traceable and transferrable on the blockchain.  
The invention of NFTs solved a problem that had gone  
unnoticed by most, even those participating in the digital  
economy and that is the ownership of digital art. 

Even Vitalik Buterin did not predict the unprecedented blockchain adoption that NFTs would instigate.  
At present the most common uses for NFTs are to prove ownership of digital collectables. Popular NFTs 
can reach exorbitant prices. Beeples collage NFT Everydays sold for a jaw dropping $69 million and an 
EtherRock, which forms part of a set of 100 collectable digital images of a rock which comes in slightly  
different shades, sold for $1.3 million. These valuations derive from the status of being a part of an elite 
club that can afford to purchase a piece of crypto history. Digital art collectables such as Cryptopunks  
and Bored Ape Yacht Club aim to provide additional value for holders of the NFT by creating an identity 
and culture around the community. Bored Ape Yacht Club is creating a mobile game, organizes real-life 
meetups for members, has released a NFT free airdrop and plans to host online games against other  
communities on the Sandbox metaverse. 

An interesting psychological component to the NFT craze is that social media influencers have realized 
that their digital twin (their online persona/social media profiles) is the primary medium through which they 
interact with their followers. Popular NFTs have now become a status symbol and a type of virtual jewellery 
to adorn the profile pictures of celebrities, signalling that they are a part of an exclusive and elite group. 
This phenomena whereby individuals ‘flex’ their wealth or express their individuality by displaying their 
digital asset collection may be a sign of things to come, especially when we consider how NFTs factor  
into the Metaverse,  but before we get to that let us consider some use cases for NFTs beyond digital art. 

Anything that is unique and requires proof of ownership could benefit from being stored on the  
blockchain as an NFT. This technology is already used to buy and sell virtual land in the Decentraland 
metaverse (more on this later), similarly NFTs can represent special in-game items as is the case with  
the Axie Infinity play-to-earn game which can be sold on decentralized marketplaces outside the game, 
NFTs can also furthermore authenticate ownership of domain names. One added bonus of NFTs is their 
programmability, because they exist on the blockchain, smart contracts can be used to stipulate conditions 
of the resale of an NFT which would automatically execute once ownership is transferred. Artists have  
the ability to codify a percentage commission for themselves on each resale of their work, thus they can 
continue to reap the benefits of their labor in perpetuity or they can choose to donate to a worthy charity.

nfts

The invention of NFTs 

solved a problem that 

had gone unnoticed  

by most, even those  

participating in the  

digital economy and 

that is the ownership  

of digital art.

“

„
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NFTs have given digital artists an entirely new avenue to create and generate an income. Platforms such 
as Chiliz have become hugely successful by developing NFT products for football clubs such as AC Milan 
and Man City and providing blockchain-based tools that help them engage and monetize their audiences. 
Nike and Adidas have also made plays in the NFT space. Most mainstream institutions are now getting 
their first cryptocurrency experience through NFTs and thus despite the criticisms it receives for the  
overinflated prices of collectables, it is proving to be an integral component promoting mass adoption. 

In October of 2021, Facebook announced that it would be rebranding their umbrella company  
to ‘Meta’, a clear vote of confidence that the metaverse and its associated infrastructure is the next step  
in our collective social evolution. The metaverse is broadly defined as an expansive online virtual world  
in which individuals can explore the space using digital avatars. The concept of the metaverse is still in  
its infancy and exactly how people will ultimately interface with this virtual world remains to be seen,  
however it will most likely be accessible through desktop, mobile and ideally virtual reality headsets  
for maximum immersion. The possibilities for what can be created in the metaverse is infinite, all  
manner of social interactions will ultimately be replicated in the metaverse. 

The Metaverse

 The metaverse will truly realize its potential  
when NFTs, gaming and DeFi are seamlessly  

integrated. Such interoperability would allow  
users to take a Bitcoin backed loan to purchase 

virtual land in decentraland.

“ „
Promotional videos in which Meta showcase their vision for the metaverse give the sense that  
users will be able to instantly teleport between a seemingly infinite number of virtual worlds each  
designed to instantiate some purpose like a workspace, live music venue, a vast alien world to explore  
or a public square to interact with other avatars milling about in the metaverse. Two important themes  
are punctuated in open source metaverse projects such as Decentraland and Sandbox-customizability 
and interoperability. The ability to curate your own space, modify your own avatar, import digital assets 
from other protocols, host your own events, these factors allow for endless possibilities which will bring  
in people who want to build, create and contribute to the virtual world. The metaverse will truly realize  
its potential when NFTs, gaming and DeFi are seamlessly integrated. Such interoperability would allow  
users to take a Bitcoin backed loan to purchase virtual land in decentraland. This land is then built-out  
using NFT items that were obtained: by solving quests in play-to-earn games,  through airdrops for  
donating crypto to a charity and through purchases in the OpenSea NFT marketplace. An entire  
parallel economy is being run and built in these virtual worlds. 
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The pandemic has permanently changed the structure of workplaces worldwide, a significant proportion 
of employers and workers have realized that remote work is a viable option in many industries. Metaverse 
protocols are betting that some of that commercial activity such as meetings, corporate functions and 
advertising will move to the metaverse. Other possibilities include online education, virtual summit  
conferences and virtual entertainment such as movies, interactive games and live music may also be  
a major draw to the metaverse. Entrepreneurs can create a virtual store to display and sell their goods, 
merchandise or art, taking digital commerce to a next level. 

If the metaverse succeeds in gaining widespread popularity it will become an experiential equalizer that 
integrates physical and digital identities into a hybrid virtual experience. To some this possibility sounds 
downright dystopian and completely divorced from anything grounded in reality. Others are excited by 
the new possibilities and promises of the metaverse and regard it as the logical and inevitable next step  
of technological advancement. The metaverse is still in its relative infancy, if individuals wish to have a 
stake in the value generated within these virtual worlds they should back and invest in the decentralized 
protocols which allow anyone who purchases the chains’ native token to partake in the governance of  
the protocol. This notion of decentralization, communal ownership and governance form the  
foundation of our final crypto category. 

web 3.0

The world wide web is an ever evolving technology that has revolutionized the way in which humans  
transfer information. The first iteration, web 1.0, is often referred to as the static web as the algorithms  
required to dynamically surf the web had not yet been invented. Information flowed in one direction.  
Users could retrieve information from websites but were unable to interact as the websites were  
essentially read-only. This paradigm changed with the introduction of Javascript and HTML, the  
programmability that these tools added to websites gave them the dynamic and interactive user  
experience we are familiar with today. The read-write capability of web 2.0 allows users to generate  
and upload their own content to websites such as youtube, reddit and wikipedia. Ownership and  
centralisation is what distinguishes web 2.0 from web 3.0.

Web 3.0 backend infrastructure is  
inherently decentralized across nodes,  
which prevents single points of failure.  

The ethos and intention of web 3.0 protocols  
is philosophically aligned with the privacy  
and security promoting principles espoused  

by the forefathers of cryptocurrency,  
the cypherpunks

“
„
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In the current paradigm, software companies create applications such as Facebook, Google,  
Amazon and Uber which we, the users, can freely (or relatively cheaply) access through a web  
browser or application on our smartphones. Today, it is a known fact that the tech oligopoly collects  
personal data of their user which is then monetized and sold to advertisers who in turn use the information 
for targeted marketing. These powerful centralized institutions are the gatekeepers of this information  
and value from which users are excluded. Web 3.0 flips this paradigm on its head. Dapps are built  
upon third-generation smart contract platforms, these protocols are permissionless and enable users  
to participate not only in value creation but also in governance of the protocol, which is why the web  
3.0 paradigm is referred to as ‘read-write-own’. SoFi (social finance) applications put the users in control 
of their privacy, they can choose whether or not to share personal information with advertisers. Users  
are incentivized to share information by the rewards that are generated by doing so and by watching  
advertisements to completion, thus the value accrues to the individual and not the tech giant. 

Web 3.0 also seeks to remove central points of failure that abound in tech oligopoly such as the  
client-server model which retrieves information from one centralized source (the server) and cloud  
storage platforms such as Amazon Web Services store memory in a centralized system. Web 3.0  
backend infrastructure is inherently decentralized across nodes, which prevents single points of  
failure. The ethos and intention of web 3.0 protocols is philosophically aligned with the privacy  
and security promoting principles espoused by the forefathers of cryptocurrency, the cypherpunks.  
Before third generation smart contract blockchains are able to convincingly solve the blockchain  
trilemma, centralized systems will remain a necessary evil to ensure reliable high speed throughput.

conclusion

The quantity and quality of human capital that is  
committed to cryptocurrency space is remarkable  
and it explains the pace and breadth of innovation. 
Despite promising progress in the space, most of  
the cryptocurrencies highlighted today are still a  
long way from realizing their true potential and  
even further from supplanting the systems they  
seek to replace. Only time will tell if the financial  
and human capital will stick around long enough  
to see these ambitions through to the end, but  
one thing is certain - the legacy systems will not  
go down without a fight. There is no doubt that  
the technologies proposed are compelling and  
have the potential to change the way in which  
people exchange value and information. 

Vaultavo’s role in this ecosystem is to solve the 
 custody conundrum that investors are forced to  
choose between security and accessibility by  
providing a bank grade secure card as cold  
storage security, that is easy to access.

Vaultavo’s role in this  

ecosystem is to solve the 

custody conundrum  

that investors are forced  

to  choose between  

security and accessibility  

by providing a bank grade 

secure card as cold  

storage security, that  

is easy to access.

“

„
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To learn more visit

www.vaultavo.com 

@vaultavo

hello@vaultavo.com

follow us on twitter

for general enquiries contact

http://www.vaultavo.com
https://twitter.com/vaultavo
mailto:hello%40vaultavo.com?subject=

